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jhttpsHemﬂ.f|k|ped|aorgfw|k| Application_firewall#Cloud-based web appligd e/ @ * % M O
Cloud-bha=zed web application firewalls [edit]

Cloud-based web application firewall iz also member of the web application firewall (WAF) and web
applications zecurity familw of technologiez. Thiz technology iz unique due to the fact that it i=

platform agnosztic and does not require any hardware or zoftware changes on the hoszt. 411 providers but one

require a DNS change, wherein all web traffic iz routed through the WAF where it iz inspected and threats
[ Senbene s asiin s )
are thwarted. Cloud-bazed WAFz are tvpically centrallwy orchesztrated, which meanz that threat detection

information iz shared among all the tenants of the servwice. Thisz collaboration resultsz in improved
detection ratez and lower false pozitiwvesz. Like other cloud-baszed zolutions, thiz technology iz elaztic,
zcalable and iz typically offered as a pay—as—vou grow service. Thiz approach iz ideal for cloud-bazed web

applicationz and zmall or medium—zized webszitez that require web application zecurity but are not willing

or able to make software or hardware changez to their avatems.
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