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rule_name: Descending = Q,
RCE-1001

5QLI-2008

X55-3002

RFI-1004

5QLi-2002

X55-3001

5QLI-2007

Infoleak-1006

5QLI-2010

RCE-1002

storm-*

Selected Fields
t url
Available Fields

Popular

t _id

t postdata

D @timestamp
t _index

# _score

t _type

t city

# createtime

t from

Count

Time

July 25th 2017,

July 25th 2017,

July 25th 2017,

July 25th 2017,

15:39:33.913

13:58:30.306

01:27:13.157

01:27:12.394
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Time - reason sreip url ml_result rule_result

» July 31st 2017, 14:02:16.79% - - ct.ctrip. com//admin/error.asp - -

Link to /stormshel1-2017.07/webshell/Av2XPOVW3_D_nh6cIQ6
Table 150N

O @Gtimestamp @ @ (I % July 31st 2017, 14:02:16.795 ] 2 6 2 ]

t _id @ @ @ * AVZXPOVw3_D_nh6WcIQ6
t _index G 8 [ % stormshell-2017.07
£ _score aalx -

t _type 6 [ % webshell

+

city eaml* Ex

O created at @ @ [0 % July 31st 2017, 22:02:16.795

t host @QD# ct.ctrip.con BRENEIRELL12625 SRR A LT
t Tlatitude aam* 29,533155 }ﬁﬂg%%

£ Tongitude @ @ [ % 106.504962

+ method @ Q% PosT

£ port Qad* 80

t postdata @ € [ # iyadesExeCiter e (e R EXEEI B (- S Funct ansbdse2 gV

al+s%29%3AFor+1%3D1+To+L en%285%2 9+5tep+ 2%3Ack30M 1 d%285%2C %20 2%2 H63AI+ I sNumer1 c5%28M1 df2 8s%2C 1%2C 152 9529+ Then¥3AExecut ef28%2 2%22%22%2 2bd%3Dbd%26
chr¥285%2 6H32 252252 2%2 25%2 6% 2 6% 2 2562 25%2 252 252 9% 2 252 2%2 2% 2 252 9%3AE | s e 3AE N e cut e 2 8% 2252 2%22%2 2bd% 3Dba5%2 6chr %28%2 6H3%2 252 2% 2 2%2 2%2 6% 2 6M1 d%28s%2C 1% 2B
2320 2% 2 9P 6%2 2% 292 %2 2% 2 9K2 2%2 2%2 2%2 2%2 3AT 3D 1H2B 2% 3AEN d+ TF%2 252 2%2 6 chr 2 81 052 942 6%225%2 2Next%3AEnd+Function :Response, Write (" ""-» | """ ") 1+++++

On+Error+Resume+Nex
) :Response.End"")

"%26bd (""" 5265 73706F6E73652E5 772697465 28226861 6F72656E67652E63
)

A EXECUT e HHHHHHHHHHHHHHHHHH(
6F6D51513331373237353733382229 1) :Response. Write(

|-

+

province @ Q[0 % ER

+

referer @ @ (I * http://ct.ctrip. com//admin/error.asp
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/lﬁl\ EHaCookie

HiRERER

URL | | Keyword Status Choose - iz
I \}—L A | |
—_— ;Xﬁl’j—ng I HfmlD 8] Method URL Keyword Scan Result ScanTima | Status Operation
AD002 | POST iE[ELengthiElR] | [ = | =8 |
AD001 GET | iEElLength : N

st SF0 IEFE | AFES BErE NURFIAACookiethiBREEHIERIERLIR R

Request1 Responsel Resquest2 | Repnze? | Snapshotl Snapshot2 |



 EEESHEE 2017 HEES LR

18Y spmEsEy)

Famy NI
m id = iR =E
A o
LI_1 IGUEfS/Xi3s _
1765 autoscan_whitelist{ SR Bahiti3igiERIPESEH1T) 4 =1

def ]_,:,.;1|{:__ n_url, user, p Jd):

data - get_info(login url)

data[ "txtUserName'] = user

data[ "txtPwd'] = pwd

response - session.post(url-login_ur
mycookie - requests.utils.dict from [EEEEECEIRELSI RIS ML= IO Ly

get cookie failed:url: m.uat.ga.nt.ctripcorp.com has no uat Togin_url

pp.pprint(mycookie)

mycookie »  August 9th 2017, 17:28:01.000 SRk

¥  August Sth 2017, 17:28:00.000 SEFHW

___name___ ' main_ ":

ook Tosint"hit » August 9th 2017, 17:27:50.000 "hidtoken'
= i =} LS R

¥ August Sth 2017, 17:27:50.000 SFE

check login(cookie)

¥ August 9th 2017, 17:27:46.000 TEFEHW
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$355'59§@ ? Pocsuite Bugscan
filt b2 7pRdIE] , UATESHET ?

Nmap

Self-
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