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Logstash

input { ( N
kafka { }
}
filter {
if [type] = "oox" ( N
grok {
match =>["message","%{IPV4:server_ip}.* .... (%{IPV4:cl
1
1
mutate { remove_field == [""] } ( N
1
output {
_#stdout { codec => rubydebug }
if [type] == "xxxx" { ( N
elasticsearch {
host =5 [0t 00000000, "M
cluster == "elasticsearch"
protocol == "http"
index => "%{type}-%{+YYYY.MM}" ( N
template_overwrite => true
workers == 5




©) 2016EERSIBR 4 oy

ES SEMFEE




y

TCP/syn 2R & M &

l

UDP R E A=

\

TCP/syn K EHIE A S &

ICMP &




2016 IEREEEE

protocol:tcp AND flag:syn

sflow-* sflow-tcp-syn-top-ip

Data Options Top10ip=Q Sum of bytes
e
i 211.151.112.148 58,022,356,422
n Metric
Aggregation 120.132.34.26 15,662,355,728
Sum 5 120.132.34.25 15,654,235,141
. 120.132.35.152 6,488,446,968
Field
bytes n 120.132.34.85 5,588,267,081
120.132.34.86 5,584,564,325
4 Advanced
+ Add metrics 211.151.112.892 5,425,194,808
120.132.34.120 5,346,408,950
buckets
120.132.34.119 5,338,041,651
g Split Rows n
o : 120.132.34.24 4,900,505,574
ggregation
Terms :
Export: Raw & Formatted &
Figld A Analyzed Field
ip :
Order Size
Top % 10
Order By

metric: Sum of bytes

ar

4 Advanced
¥ Add sub-buckets
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f saddr top10 x
qwaf saddr top v sflow-colo-syn-packets s %

200 Legend &
@ Count Legend ©
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Sum of packets
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@timestamp per second

221.8.101.191
114.80.83.163
58.59.215.218
651.188.232.198
180.143.150.154
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Table  JSON  Bash Table  JSON IDS
@timestamp @ @ M July 7th 2016, 15:49:48.000

@timestamp @ Q@ M July 7th 2016, 15:49:49.972
Bversion @aali1

_id @ @ M AVXEVYSTZ-gCpHI4VONP @version @ Q@ 1

_index M bash-2016.07 _id @ Q M AVXEVZeRBpz4ULTLljhJH
_type @ @ M bash _index M ids-2016.07.07

cmd @ @ M sudo chmod a+x testtesttest.sh _type @ Q M ids

execuser @ @ M xiangcen.bao

dest_ip @ Q (M 192.168.224.43
hostname @& @ @M 1-fangzhenl8.f.dev.cnd
dest_port @ @ M &@

pid @ @ M 25604

pwd & @ M Ahome/g/tools/bin/publisher src_ip @ Q@ 10.89.131.60
sid @ Q M 25604 src_port @ @ M 58,842

tty @ Q M /dev/pts/2 ++1 @ Q M 60

type @ @ M bash type @ @ M ids

username & @ [M xiangcen.bao
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< 496,464 hits
July 6th 2016, 00:00:00.000 - July 13th 2016, 00:00:00.000 — by 3 hours
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< 105,528 hits
August 4th 2016, 11:03:47.264 - August 5th 2016, 11:03:47.264 — by 30 minutes
€
3
o
4]

B,000
4,000
2 000 I I I I I
A | Y (T

14:00 17:00 20:00 23:00 02:00
@timestamp per 30 minutes

FHEAF HiExg8 0t

b " -




- EVREJETT, BfEe*

F IR

EALHE N

EALEAEH &

— Wiki

Gitlab

Svn

Jira




AR :
Rule template \ \
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type: count

name: syn_flow
index: sflow-*

[ } Hﬁf?éﬁi‘l“% %%m)ﬂ\lj query: colo

count: bytes

filter:
flag: syn

{ | memrssmy

default: 40 * 1824 * 1024 / 8

unit: 1824 * 1824

[ }%m i A e 4 | -

alert_type:
- gtalk
- mail
- mobile

# {0} is query value, {1} is count(default is doc_count) sum
alert_content: syn flow in {@} over {1IMB/s

Syn flow count rule
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